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1.a) Explain the model for Network Security. 
 b) What are the different types of Security Attacks? Give the mechanisms to counter them. 

 
2.a) Explain DES Algorithm, and security of its s-boxes. 
   b) Show that Inverse of DES algorithm is again DES. 
 
3.a) Explain the RSA Algorithm Completely. 

b) In a public key system using RSA, you intercept the cipher text c=10 sent to a user whose 
public key is e=5, n=35. What is the plaintext M? 

 
4. Explain SHA-512 Message Digest Algorithm with a flow diagram. Also explain the 

intermediate results. 
 
5. Explain X.509 Authentication Service. Give the format for PKI certificates. 
 
6. Explain SSL Security in detail. How is it used in practical applications? 
 
7.a) What is Virus and specify different types of viruses? 
   b) Explain different types of Firewall Configurations. 
 
8.  Explain the following. 

(a)  ELGAMAL 
(b)  Pretty Good Privacy 
(c)  SNMP 
(d)  CBC mode. 
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